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These comments are submitted by James D. Wagner, KA7EHK. Mr.
Wagner is active in Amateur Service packet radio in the Pacific
Northwest. Dr. Wagner has a Ph.D in Electrical Engineering and
holds a ProfeSSional Engineering registration in the State of
Colorado. He is a serves on the Packet Subcommittee of the Oregon
Region Relay Council (O.R.R.C), the local coordination body for
southwest Washington and the State of Oregon. The comments do
not reflect the opinions of that body. In addition to his amateur
radio interest, he has more than 30 years experience as an
Electrical Engineer.

1 Sumx>rt of the intent of the proposal
The author supports the intent to establish responsibility for
violative content of messages within the Message Forwarding
Systems in the Amateur Service.

2 Unintended C0Il8eQ.Uences of the proposed lanjlualle
The author wishes to point out that there appear to be a great
number of unintended consequences within the proposed language
of this Docket. The perceived unintended consequences will be
discussed within the critique of the proposed language.

3 Purpose not accomplished
The author is further concerned that the proposed language will
not accomplish the stated purpose of this Docket. ~
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4 FCC's purpose can be accomplished lirgply
The purpose of this Docket may be accomplished quite simply by
fixing the sole responsibility for violative message language to the
originating station.

5 CritiQUe of prqgosed lani,U3ie
In this section, the author will discuss the language of each of the
proposed sections.

§67.3(a)(28): The proposed definition appears to define a message
forwarding system adequately.

§67.3(a)(36): The proposed language for defining a repeater is
completely inadequate. First, angle-modulation represents only one
of many modulation tyPes in current use by rePeaters. Image
rePeaters use VSB and FM; SSB repeaters are wide-spread in many
parts of the U.S. The emergence of spread spectrum and other
modulation techniques will add to this diversity. Repeaters which
are not angle modulation would, by the proposed language of this
section, become non-repeaters and thus, by inference from
§97.205(d), be denied automatic operation.

The author (and many others) laud the clarification of repeater
status of digital stations. Since digital stations would be, by this
definition. non-repeaters, §97.205(b) appears to open the
frequency subband 145.500 to 146.00 to digital station operation.
There are many areas of the country where such operation now
takes place but under a cloud of question. This would provide
much needed spectrum for one of the most rapidly growing
segments of amateur operation. The existing simplex and
experimental users could. however, hardly be very happy with this
change.

§97.loo(e): The apparent intent of this section is to prevent
handling of third-party traffic without control operator scrutiny.
While the logic behind such intent is quite apparent, the following
major problems arise.

First, it would appear that the proposed §97.3(a)(28) is intended to
apply to the digital station known as a "bulletin board." Bulletin
board frequently use other intermediate non-repeaters (that is,
"nodes") for network services between them. In this situation.
third-party traffic moving between bulletin boards which are part of
the message forwarding system passes through the automatically
controlled nodes. By the proposed language of this section. such
message movement would not be pennitted.

Second. the large majority of tenninal node controllers (TNCs)
used by amateurs as their modem for digital operation contain



"mailboxes". These mailboxes often accept messages for third
parties. In many rural areas, such mallboxes are the only non-real
time message passing facUity available. These mallboxes generally
have no provision which prevents availability of such messages prior
to control operator perusal. Requiring that these mallboxes be
disabled prevents their use even for messages directed to the
control operator of the station. Such a prohibition would be rather
like placing a maximum output limit of lOW on amateur stations
where the great majority have transmitters of 25W to lOOOW; the
level of compliance would be very, very low.

§97.205(g): As the occasional control operator of a repeater which
fits the proposed definition of §97.3(a)(36), I am comforted by the
proposed wording of this section. However, as the occasional
control operator of a node, I am left uneasy since nodes, by
§97.205(b), are not repeaters; thus, control operators of nodes and
bulletin boards obtain no protection from this proposed section.

§97.2l7(a): This proposed section appears to serve no function.

§97.217(b}: In many, many situations, digital radio operators must
utilize a local node to reach a bulletin board. Nodes are under
automatic control. By the proposed wording of this section, the
control operator of the node in such cases would be the one
responsible for violative message content since the node is the first
station retransmitting the message. But, other than turning off
such a node (which may be simultaneously carrying non-violative
communication) there may be no effective action which a control
operator can exercise if one were even present. But, by the
proposed language of §97.1oo(e), such nodes cannot transmit
third-party traffic. This would make it illegal for digital radio
operators to access bulletin boards through any network of nodes;
only direct access to bulletin boards would be pennitted. Such a
restriction would (1) close bulletin board access to many digital
radio operators, and (2) be contrary to enlightened networking
practice.

6 Additional commentaIy
The proposed wording of this docket appears to focus on
establishing responsibility for violative message content. The
author wishes to assert that the only logical place for such
responsibility is with the originating station.

The author is aware that the responsibility issue is the result of the
now infamous "900-number" message in which the apparent
originator has denied any part. If this is the case, then regulations
concerning false use of an amateur call (and perhaps other lllegal
acts) also come into play.



If someone really wants to distribute a message containing violative
language, it would only be necessary to utilize standard bulletin
board software and impersonate a legitimate bulletin board
complete with false callsign. Such an action would place the
message outside the scrutiny proposed in this docket. It would be
no more difficult for some amateurs than changing the callsign of
their modem. Then, none of the safeguards of this docket would
have any consequence other than prohibiting many amateur
activities which now take place legally, constructively, and in the
public interest.

It would appear that one possible solution is the development of a
method for ca1lsign validation. Perhaps the technique of public
keyI private key now being discussed with respect to the cipher
device known as the "Clipper Chip" could be used. Perhaps there
are other password or pass-code (in response to a random number
sequence delivered by the bulletin board) methods which could be
used. While such methods would not be easy to develop, they might
provide the necessary source authentication.

This issue is not unique to the Amateur Service. There is a
substantial debate in the telecommunications industry now about
message "signatures". Signatures are proposed for authentication of
electronic fund transfers and other critical transactions which are
carried out over the public network. The issue has not yet been
settled there and no solution proposed in this docket or by the
author will "solve" the question in the short term. It is notable that
the Commission does not require authorship authentication of
comment filings; the author considers forgery of input to the public
policy decision-making process far more heinous than any message
so far observed in amateur digital communications!

With that viewpoint hopefully clear, the author proposes a single
very simple new section to replace the sections proposed by this
docket. This proposed section must be recognized as temporary;
as signature technology develops, it should be considered for
addition. The proposed section is:

§97.217 (a) The control operator of the station originating a
message is solely accountable for violative communication. The
control operators of other stations inadvertently retransmitting
violative communications are not accountable for the violative
communications.
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